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BRIDIRY

Law Suits Identity Theft
Intellectual Property Theft

Financial Manipulation
Malicious Mobile Code

Regulatory Compliance and Auditing
Crime

Corporate Espionage Political Embarrassment

Virus Outbreak/Containment Detacemnent

N Misuse of Corporate Assets
Mergers and Acquisitions
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EnCase Forensic®
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EnCase Forensic (EF)

© 2004 Guidance Software, Inc. All Rights Reserved.



EnCase Enterprise®
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EnCase Enterprise D&

Examiner (@HAGUIVIrILT)

IP Address: 10.0.0.1 Servlet/Node

IP Address: 10.0.0.2

(4) Node Initiates Contact with Examiner

(5) 128-Bit AES Encryption
Random High-Port Destination on Examiner
(Unless Statically Assigned)

(3) Tell Node to
Connect Directly
To Examiner

(1) Request to
Preview Node

located at ) )
IP Address: (2) Authenticate user’s password and private Located at IP
10.0.0.2 key; assign permissions to user; verify Address 10.0.0.1

validity of servlet.

128-Bit AES Encryption
Destination Port 4445

128-Bit AES Encryption
Destination Port 4445

~ (RYbT =B —/\—, AERE~ADEEZMHNL. FAE
SAFE  BoOi—4@Ri. 7/ ERAEE, LERRORESETS)
Secure Authentication For EnCase
Stand alone system or same system as Examiner
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EnCase Enterprise® SOX5 3 %t s
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eDiscovery

PRE-LITIGATION . SECONDARY REVIEW AND
PRESERVATION, CULLING AND PROCESSING PRODUCTION
S ) 5 ~ Collection e
ANNING ANT g g EATCNNY - Presirvation [ ing @, MEY g% Production
Procedures ldentification Culling Processing Review

GUIDANCE SOFTWARE'S EnCASE ENTERPRISE eDISCOVERY SUITE ATTORNEY REVIEW PLATFORM

a= Data Flow;
Initial Culling Can Cccur with Collection;
Secondary Culling on Collected Data
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eDiscovery&ld
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AstraZeneca. Bristol Myers, Pfizer, Purdue Pharma


http://www1.jp.dell.com/content/default.aspx?c=jp&l=jp&s=gen
http://www.kaplan.com/
http://www.doh.state.fl.us/index.html
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Case Study-1.:
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B Sjtuation:

Network Associates had contracted to sell its Sniffer Technologies Unit
for $275 Million.

B [ssues:

The contractual terms required Network Associates to ensure that none
of the tool’s source code remained on Network Associates’ computer
systems.

5000 computers in 20 different locations worldwide totaling
approximately 100 TB.

B Solution:

Using EnCased Enterprise forensic technology, NA could sweep
systems around the clock.

Located 40 drives that contained source code; eradicated the
files and got government approval.
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Case Study-2:
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B Situation:
Data had leaked from Classified Network to Unclassified Network
B |ssue:

1600 workstations totaling approximately 13 TB in aggregate and 2
terabytes of additional stored data required to be searched for the
leaked data

100% confidence in the discovery and isolation of leaked data due to
congressional oversight

Exposure and control of search terms

Prior vendor had spent approximately 3 months and $1 Million to
complete only 3 TB

B Solution:

Isolation and remediation was completed in 3 weeks; came in $150K
under budget; total cost less than $500K.
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Case Study-3:

P AGE 17

B Situation:

Halliburton is subject to regulatory oversight by governments around the
world, as well as litigation actions by myriad public and private interests.

There are over 90,000 employees with computer systems, many large
file and application servers.
M [ssues:

To maintain a strong corporate position, Halliburton will settle cases only
on the merits, not on cost to defend itself.

Numerous small to midsize lawsuits cost $200,000 to $1 million each in
eDiscovery vendor fees.
B Solution:

Using a forensic infrastructure, small, medium and even large
eDiscovery matters can be handled in-house.

Net savings are on the order of $250,000. The aggregate cost savings
are in the millions of dollars annually.
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